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My goals for today

= Educate you

» Motivate you

» Provide actionable advice
« Have fun



Futurism _
TTTTTTTTTTTT | 450 PM by VICTOR TANGERMANN

Homeland Security Warns of
Cyberattacks Intended to Kill People

"The attacks are increasing in frequency and gravity, and cybersecurity
must be a priority for all of us."
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Cybersecurity myths

» My organization is too small or insignificant to be a target
« My data (or the data | have access to) isn't valuable
= Attacks are always sophisticated or technically complex
« New software and devices are secure out-of-the-box
= Cybersecurity requires a huge financial investment
= Cyber breaches are covered by general liability insurance
= Security is an IT issue
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CYBER SECURITY MEWS - 3 MIN READ @ MUST READ: Big data has a trust issue. This city wants to take a smarter approach

Majority of Businesses Unprepared for
Reputational Damage and Lawsuits

Stemming From Technology Risks Working from home causes surge in securit

Disconnect Between I egal and Cybersecurity Departments Is Cormummon

T breaches, staff 'oblivious' to best practices
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Cybercrime apparently cost the world over e
$1 trillion in 2020

By Barclay Ballard February 15, 2021

That's equivalent to 1% of global GDP iIncreased more than 815% in 1.5 years

™ News Security Web hosting VPN Website builder Features

The FBI reports that direct deposit change requests




Ripped from the headlines...
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EEEEEEEE NEWs - 5 MIN READ

New WEF Global Risk-Report Names
Cybersecurity Challenges as.Fourth
Greatest Danger to Global Economy

§ SCOTT IKEDA - JANUARY 29,2021

\ TechRepublic. =L o]

despite 400% rise in cyberattacks

; by Macy Bayern in Security &
=
o £y b nJune 23, 2020 G5 AM PST

Bad actors have flooded the enterprise with coronavirus-related attacks,
but professionals working from home have other worries, Unisys Security

found.
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Nevada school district refuses to submit to
ransomware blackmail, hacker publishes

student data

Only 31% of Ameticans concerned with data security,

First deatn reported following  ransomware
attack on a German hospia




Something to consider...

"It takes 20 years to build a
reputation and few minutes of
cyber-incident to ruin it." -
Stephane Nappo



Technology impacts all organizations

» fTechno

ogy is increasingly important to organizations

of all sr

apes and sizes

= Projects increasingly implement new technology
= Technology is increasingly used to manage projects
« Gartner forecasts 2021 IT spending to be $4 trillion




It's a matter of when, not if..

» “No locale, no industry or organization is bulletproof when it comes
to the compromise of data." — Verizon 2016 Data Breach Investigation
Report

= “However terrified you are about cybersecurity, you're probably not
terrified enough!” — LinkedIn Co-founder Reid Hoffman

« Cybercrime is “the greatest threat to every profession, every industry,
every company in the world.” — Former IBM CEO Ginni Rometty

 “There are two kinds of companies in the United States. There are
those who've been hacked ... and those who don't know they've
been hacked.” - Former FBI Director James Comey



Fish in a barrel...

“Small and midsized
businesses are now the
oreferred targets for
cybercriminals — not because

they are lucrative prizes Sorry Pass‘ff’ord Password Change Sign
individually but because must contain a Up sheet
CeINENORENEICNINCESYACEN special character et e o e
attack them by the thousa ﬂdS, System: Enter password:
and far too many of them are |

easy targets.’ e

Me: ScoobydooFeaturingBatman

https://www.csoonline.com/article/2866911/why-criminals-pick-on-small-business.html






By the numbers...

Most common cyber incidents (% of
reported claims)
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Why this is happening now
«Increasing technology use in all facets of our lives

=Scalable computing resources on-demand (cloud)

= Untraceable worldwide communications
(encryption)

=Virtual international currency (cryptocurrency)
«And...



Cybercrime Annual Revenues

$860,000,000,000 §1,000,000,000

u Illegal online markets u Tradesecret, IPtheft w Data Trading - Crime-ware/CaaS w Ransomware
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« Fame and notoriety

 Limited technical
resources

- Known exploits

- Vandalism

« Limited technical
capabilities

L]

Changing Attacker Profiles

Hacktivist

Statement

Relentless,
emotionally
committed

Vast networks
Targeted attacks

Organized
Crime

= Economic gain

- Significant
technical
resources and
capabilities

- Established
syndicates

- Adware,

cCrimeware,
IP theft

State
Sponsored

Cyberwar,
state secrets,
industrial
espionage
Highly
sophisticated
Nearly
unlimited
resources

Advanced

persistent
threats

INCREASING RESOURCES AND SOPHISTICATION

Nhe expansion of attacker types, their resources, and their sophistication.

v



Wholed the digital ransformation of
your company?

A CEO
B)C10
C) COVID-19

DIGITAL TRANSFORMATION

IS YEARS AWAY. TDON'T
SEE OUR COMPANY
HAVING TO CHANGE
ANYTIME SOON.

WORKINGFROM HOME
TODAY

\
i Hﬁ' ‘
g |

N Mo
@mdrkeToomsT com



And.. The attack surface grows daily
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And... The attack surface grows daily

The Washington Post

Democracy Dies in Darkness

nnovations

How a fish tank helped hack a casino |
L W) Connected

“ (AN 1 INTEREST You N A
FIREWALL foR YOUR TOASTER?




And... Surveillance capitalism

Passwords Credit Card Noumbers Social Security Number
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Your identity is a steal on the Dark Web. E:e'xpericln-

Here are what the most common pieces of information sell for:

Social security Online payment Credit or debit card

number services login info (credit cards are more popular)
(e.g. Paypal)

()

$5-%$110

With CWW number wWith bank info Fullz info™

$5 $15 $30

$20-%$200

Drivers license Loyalty accounts

General non-financial
institution logins

Diplomas Passports (US) $1

Subscription -
@ 7 corvices Medical records

$20

$1-%510 $1-$1000**

$100-%$400 $1000-$2000




NETFLIX

404,444 hours of
video streamed by users
2,704
app installations

amagon
6,659 —
packages shipped
Zzoom
208,333 participants __©
in Mmeetings

uy

319 new
users gained

Source: Visual Capitalist

SDIOIO,
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347,222 stories
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28 new tracks
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And... People are the weakest link

Login: admin
Password: admin

WHEN-THE' FHIIII:E" F'II IIGERIA.CONTACTS

YOU DON'T nsu nuEsrmns YOU HELP
WHERE YOU ﬂnu‘l'

e T o o T RN




Everyong Everyones
wiho Works who doesn't
here work here

3
klossner

" awe've NARROWED OUR SecURITY
Ri5ks Dowrl to Trese Two GRouPs.”

My :COJTHJ_'I:EK OEtsu"r

WoRK! TUE Ulwer o T
VE CRASUED! ¢ WY < 15|

Eﬁm‘ po1 poel GONNA .?!




Guiding principals of security

= Impenetrable security is nearly impossible and very expensive
= Focus on risk

= Take a layered approach

« Invite security to the party from the beginning
= Threats emerge and evolve constantly

= Education and awareness are critical

= Maintain a very healthy dose of skepticism/paranoia
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Ohio law creates cybersecurity 'safe harbor' for
businesses

ﬁ by Michael Kassner in Security
on January 3, 2019, 10:35 AM PST



The Prevalence
of Breaches
and Their

Methodology

“How was the external attack carried out?”

Web application (SQL injection, cross-site scripting,
remote file inclusion)

Use of stolen credentials (logins, encryption keys)
Exploitation of lost or stolen asset

Strategic web compromise (watering hole attack)
Distributed denial of service

Mobile malware

DNS

Phishing

Ransomware

Social engineering

Other

1%

6%

27%
25%
24%
24%
22%
21%
18% Web applications
and software

15% vulnerabilities are

the top two ways
external attacks
are carried out,

Base: 465 security decision makers with network, data center, app security, or security ops
responsibilities who experienced an external attack when their company was breached

Sources: Forrester Analytics Global Business Technographics® Security Survey, 2019

No}

WEBINARS
SECURITY BRIEFINGS



Attack Vector by Company Size

B Email Phishing

Bl RDP Compromise [} Software Vulnerability ] Other

11010

11 to 100

101 to 1,000
1,007 to 10,000
10,001 to 25,000
25,001 to 50,000
50,001 to 100,000

Over 100000

0% 25% 50% 75% 100%



PERSONALLY IDENTIFIABLE INFORMATION (PII)
BREACH

RECEIPT  #xx

250 RECORDS EXPOSED

INCIDENT INVESTIGATION

BREACH COACH $25,000.00
FORENSICS $60,000.00

NOTIFICATION & CRISIS MANAGEMENT
CRISIS MANAGEMENT $30,000.00
NOTIFICATION $2,800.00

CALL CENTER $1,300.00
CREDIT MONITORING $225.00

INCIDENT INVESTIGATION SUBTOTAL $85,000.00
NOTIFICATION & CRISIS MANAGEMENT SUBTOTAL $34,325.00

TOTAL AMOUNT $119,325.00




Figure 6. Costs of a data breach

Source:

illl"-}
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Above the surface: Well-known cyber incident costs

Customer breach notifications 5. Attorney fees and litigation
Post-breach customer protection 6. Cybersecurity improvements
Regulatory compliance (fines) 7. Technical investigations

Public relations/crisis communications

Below the surface: Hidden or less visible costs

INnsurance premium iNncreases 5. Value of lost contract revenue
Increased cost to raise debt 6. Devaluation of trade name
Operational disruption or destruction 7. Loss of intellectual property

Lost value of customer relationships

"Beneath the surface of a cyber attack: A deeper look at business impacts," Deloitte Cyber Risk Services.

Deloitte University Press | dupress.deloitte.com
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"ool: causes of cyber security incidents

Abandoned Technology Copy/Paste Flaws

. . =

Access Management . Unencrypted

Technology Flaws

Dr. ir Education
Johannes Consulting

JOHANNESDROOGHAAG.COM Drooghaag Social Media




3 simple steps to remember
=Stop

« Think

«Protect — Be a human firewall



Threats: Poor credential management

| changed all my passwords to “incorrect”. ook
Password : 12345

w

Username : admin
Password : admin

'?'IB“ me: YDIII' II?SSWIJN IS Incorrect.:

The recent Verizon Data Breach Investigations Report says
compromised passwords are responsible for 81% of hacking-related
breaches



Threats: Unpatched Software

= A Ponemon Institute survey found 57% of security breaches
were due to vulnerabilities in unpatched software

= 34% of these cybercrime victims were aware of holes but
didn’t patch them in time.

=« 37% of breach victims don't perform regular scans to find
vulnerabilities in their own systems

= Patching gaps are an issue:
« Some IT teams are unaware of the updates that are available

» Some know these updates are available, but don't have the
resources or strategies implement the patches




Threats: Spoofing

= "Spoofing, in general, is a fraudulent or malicious practice in
which communication is sent from an unknown source

disquised as a source known to the receiver. Spoofing is most

prevalent in communication mechanisms that lack a high
level of security." — Techopedia

= Spoofing leads to:
= Phishing
= Vishing (Voice based)
= Smishing (Text based)
= Doppleganger or Lookalike websites



Threats: Phishing

= “Cybercrime in which a target or targets are contacted by

by someone posing as a legitimate

institution to lure individuals into providing sensitive data such as
personally identifiable information, banking and credit card details, and

passwords.” — Phishing.org

= Types of Phishing include:

= Spear phishing
= Whaling
= Vishing
= Smishing ' s
BETTER CONFIRM MY ADDRESS AND SOCIAL

SECURITY NU MBEH LIKETHEY AS KED


https://youtu.be/6gQX2duuJJQ

Threats: Phishing

Qutlook

'f"::' New | v ﬁ Delete B Archive Junk | Vv Sweep Move to Vv Categories ¥ see

New Invoice #3413-1

Portia App <portiaeoleh@rambler.ru>

To: David Hatter:

m Invoice.doc v

73 KB

Download Save to OneDrive - City of Fort Wright

This email is being sent in order to inform you that a new invoice has been generated for your account. Please see the attached file.

Thank you.
Portia App



Threats: Phishing

From: Dave Hatter <pm772858@gmal.com>

Sent; Wednesday, Uctober 30, 2019 1:23 PM
To:Jef Bethell <joethell@fortwright com>
Subject: Hey Jeff

Hey Jef,  need you to help me get some gft 30t atthe store rght now for some council members / staff appreciation ifs , let me know ifyou can do that rght away because there is a sharp
deadline for this request

Dave Hatter
Mayor

Sent from my mobile device
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Threats: Phishing

< [ Mail - David Hatter- Ovn X } ~~ — x®
(= ] & | https:y/foutook.office.com/mail/inbox/id/AAMKAGRMNDYSMGVhLWIIOTMNGIYNS TiINDZILTc2YWFKZ ThiNDEZNOBGAAAAAAATD T TVNS5gQbrRM1ehWXssBwBumyDpLKyOQaLSPgdex4pl AAAAAAEMAABUMYDPLKYOQaL SPgdex4pl AAOS3yUBAAASID »w 3= 7. =g ——
To see favorites here, select ¥= then ¥, and drag to the Favorites Bar folder. Or import from another browser. [mport favorites
i Outlook O Search : * B ® & 2 = o @
= New message ) Reply all ]ﬁ[ Delete = Archive ® Junk v & Sweep 81 Moveto v < Categorize ™ NV X
\  Favorites Happy New Year!
£ Inbox 395 @ Getting too much email? Unsubscribe
B Sent Items J. Holloway <jholloway@fortwright.com> X 5 © S
JH INU 12/ 1272019 11:U9 AV
Ea Clutter ] David Hatter ¥
i  Deleted Items

** WARNING: This e-mail is from an EXTERNAL sender. Be wary of any links or attachments. If this e-mail is unexpected
and you are being asked to open an attachment or enter information or credentials into an online form STOP NOW. Call
the sender via a known phone number to determine if this is legitimate. Even if you expected this email, if it is regarding
any type of financial transaction like a wire, call the sender via phone to validate the information and talk to your

Y Folders supervisor before conducting any financial transaction. **

Add favorite

> Inbox 395

Good Day Dave,

& Drafts 1
noliday, warm wishes for the new year!
B Sent Iltems
Here is your card
Til] Deleted Items
— —h N a VAL+ M rmtito Al
=] | | o b7 TR SoRTARR LR,

https://nam11.safelinks.protection.outlock.comy/?url=http%3A%%2F %2 Fcardpayments.microransom.us#2 FXYWNj0aWSuPWghNsaWNr neVybD 1 ozzdHRwaczovL 3NINY 3 dVyZWOtb GOn:



File Message Help Q Tell me what you want to do
- \L ]
S Ignore m E %ﬂ E%ﬂ E‘g E Meeting Kl arc ~ To Man:
Delete Archi Reolr Reolv E 4 i B Team Email ~ Done
%Junk* elete Archive Eply ;Tllf onwar E“IZI Mare - %:, Reply & Delete -5;' Create
Delete Respond Quick Steps

RE: Divorce papers

Brown & Booth LLP <Booth@brown-booth-law.com:=
To @ Dave Hatter

If there are problems with how this message is displayed, click here to view it in a web browser.
Click here to download pictures, To help protect your privacy, Qutlook prevented automatic download of

WARNING: This e-mail is from an external sender. Be suspicious of any links or attachments. f youare r
about any type of financial transaction like a wire, call the sender via phone to validate all the informatio

Dave

My name is Keith Booth and | am a senior partner at BROWMN & BOOTH LLP.
Your spouse has contracted me to prepare the divorce papers.
Here is the first draft, please contact me as soon as possible:

hitp:/fwww.brown-and-booth-law.com/papers/divorce Hatter.doc

Thank you

File Message Help Tell me what you want to do
i 4
S Ignare m E é:] {é:] | =S EMeetmg CH arc — To Manager E
Del Archi Replv Reohr E : l,_'I:JIMv ] Team Email " Done N
. Delete Archive eply Reply Forwar + _
%Junk All rf"g More i) Reply & Delete 3;' Create Mew -
Delete Respond Quick Steps P

] RE: Divorce papers

Brown & Booth LLP <Booth@brown-booth-law.com=
To @ Dave Hatter

@ If there are problems with how this message is displayed, click here to view it in a web browser.
Click here to download pictures. To help protect your privacy, Outlook prevented automatic download of some pictures in this

WARNING: This e-mail is from an external sender. Be suspicious of any links or attachments. If you are not expecting this e-
about any type of financial transaction like a wire, call the sender via phone to validate all the information.

COriginal URL:
Dave http://addto.password.land/
¥ywnslawSupwgnsawnrjnvybdlorgdhr
wnezovli3nlby3owyrwagtbg9nawdubmvrl

My name is Keith Booth and | am a senior partner at BROWN & 3bhz2vzi2findfly2jkngzhjnjly2iwawvudfa

Your spouse has contracted me to prepare the divorce papers. pzd01ntgxmdaxmjemy2ftcgfpzd Sfenvux

Here is the first draft, please contact me as soon as possible: 2lkpti3mjyyndu=
Click or tap to follow link.

hitp:/www.brown-and-booth-law.com/papers/divorce Hatter.dbc

Thank you
Keith L. Booth

=8

Keith L. Booth



Threats: Phishing

:ii  Outlook R Search ®@ @ B 0 & 72 I .
= ]ﬁl Delete = Archive 83 Moveto v Categorize vV  *** ’[\ \l/
v Favorites < You have been approved for a $2,321.00 USD from FAFSA
& Inbox 111
B Sent ltems 1 A i d
¢ Drafts 9
Add favorite
You have been approved for a free $2,321.00 USD for Federal Student , Aid (FAFSA) This fund is granted for your education and it is
V' Folders free, you do not have to pay it back, Click on Receive My Benefit Aid | Federal Student Aid to complete your application to get your
grant in 1-2 business days.
& Inbox 111
¢ Drafts 9
B Sentltems 1 Sincerely,
il  Deleted Items 251 U.S. Department of Education
SISE T Federal Student Aid
William D. Ford Federal Direct Program
B  Archive
Ll Notes
c tion Hist This is in affiliation with The Arizona State Student System, Benefit Services Division and United States Student Association (USSA). The
onversation Hist.- Benefit Plan is provided for all students whose parents have lost their job or have been affected financially as a result of the COVID-19
- R Disease. The plan is tax qualified under section 401(a) of the Arizona Internal Revenue Code. It is a “cost sharing” model, meaning both




=

FILE M ESSSGE
= =2 Reply
2 Reply [
E - Delete
=3 Forwa
Celete Resg
Twe 941!
Tim
TRAN

Rebecca Moix

T

ﬂ"r’uu fornwarded this m
We remowed extra line

Hello Rebeaecca,
I neaed you to take c:
info will you Nneed to

Thamnks
Timnm Rettig

Sent from my iIPhom

= TRAMSFER. RECNIEST - Message (Plain Text) (Fead-Only) > == —_ | -
[EL [ lgnore message... » |E|| E=3 Mark Unread AR
i_.o-E =1 0o 1. - & F sl K A I'."I':I EI .. -
Properties
Settimngs Security
- Importance Mormal ot Encrypt message contents and attachments
T Pt Mormal ,ﬁ' Add digital sigrnature to outgoing message

Reguest S/MRIME receipt for this message

[ ] Do not sutosrchive this item

Tracking options

FReguest a delivery receipt for this message

T —
L =

M

Feqguest a read receipt for this message

Crelivery options
ceo. 1 &Eaol.cormm

':T-:'—J.I Hawe replies sent to
:

|:| Expires after 12

HMomne

Contacts...

2D AP

. FHone

Categories

Internet headers

Content-Transfer-Encoding: 7bit

Crate: Tue, 15 Sep 2015 OE:56:11 (D
From: Tim Rettig =tim.rettig@Eintrust-it.
To: = rebecca.moixi@Eintrust-it. com =
Subject: TRAMSFER RECIUEST

FReply-To: = ceo.x=xl1 &E&acl.com >
Plail-Reply-To: ceo.x=xl1&Eaol.com

oM =

Close
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Cybercrirminal Compromised Payments ars
COMPIoMises account is used to transfemred to
emphoyes amail send notifications to cybercriminal's

customers account

Cybercriminal Cybercriminal poses Finanmnce sends
receives money as company exec funds to
: and emails finance cybercriminal’'s
person account

Cybercriminal
receives money

g © 9

Compromised Recipients transfer
employes account is payments to
used to regquest cybercriminal’s
payment account

Cybercriminal Cybeaercriminal poses Finance sends
receives Mmorey as EE}'"‘W" and funds to
aemalils finance cybercriminal's
Paersomn acocount

Cybercriminal
receives rmoney

Cybercriminal Compromised Pll is sant to Cybercriminal
CoOmpromises accournt is used to cybercriminal's recelves Pll,
employes email request Pll of other account uses it for further
employases/axacs compromise attacks

https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/business-email-compromise-bec-schemes



Threats: Real World BEC

= 3 companies impersonated with legitimate business identifiers
provided. Email, social media, forms, websites, etc.

= Over a dozen purchased domains that were then registered as email
accounts, used, and monitored

= Virtually every phone number provided either was disconnected
when called or rang through to a generic voicemail

» Custom designed forms and signatures for all of the businesses and
individuals who were being impersonated

» Company addresses, delivery locations, phone numbers, references
from all over the country including Florida, Texas, New Jersey,
California, Colorado, Indiana, Kentucky



Threats: Malware

= Viruses

» Worms

» Rootkits

= Keystroke Loggers
» Adware

» Bots

» ZOMbies

= Crypto miners ropuP: " ;D AD BrBCK

Advertising ! ‘ *
Wait 5 Seconds |

]l-
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Threats: Ransomware

= Malware that encrypts data and demands a ransom

= The losses from ransomware attacks have increased significantly,
according to complaints received by IC3 and FBI case information

« Ransom demands increased more than 10 times in one year

Ooops, your files have been encrypted!

= Exfiltration/Doxxing Threat
= Delivered many ways:

P h " h 1 SRl Can | Recover My Files?
u I S I n g SME2017 00:47:55 | Sure. We guarantee that you can recover all your files safely and easily. But you have

[ not 5o enough time.
Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.
® |_T,|-—3 B Tie e ST But if you want to decrypt all your files, you need to pay.
| n eCte We S Ite S e M i St B M You only have 3 days to submit the payment. After that the price will be doubled.
il Also, if you don't pay in 7 days, you won't be able to recover your files forever.
We will have free events for users who are so poor that they couldn’t pay in 6 months.

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Your files will be lost on

. .
i H Do I Pay?
- C O m p rO m I Sed d eVI Ces 2072017 00-47:55 P;:::ent?sac:?p}:ed in Bitcoin only. For more information, click <About bitcoin>.

Time Lok |l Please check the current price of Bitcoin and buy some bitcoins. For more information,

click <How to buy bitcoins=.

- n Al e e :':{";:’ And send the correct amount to the address specified in this window.
pe pO r S miiie e = After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am
e B e il Tl

| BELEE




Threats: Public Wi-Fi

. Information can be stolen MIDDLE N THE MIDDLE ATTACK EXAMPLE

= Vlalware can be planted ! MAN IN MIDDLE CONNECTION

/ i

Using |'II|l|il:wWi-Fi Ina cyher security conference

1 [

CLIENT



share of Android applications with at least one known vulnerability,
by app category (Q1 2021)

o M n"
: FACT: 63% of Android applications contained security vulnerabilities in Q1 2021, with an average of 39
) vulnerabilities per app.

Top free games 96%

« Many free apps are thinly veiled malware o

Banking 88%
Budgeting 84%

= 172 malicious apps hosted on -
Google Play were installed more e
than 335 million times in
September of 2019 and have been found

inthe Applestoretoo ==
» Subscription scams |
= Data leakage

Top free
Productivity
Educational

App categories

Tools for teachers

Top free dating
Top paid
Lifestyle

Health and fitness

10% 20% 30% 40% 50% 60% 70% 80% 90% 100% 110%
% of apps in the category



Threats: Social Media

« New channels for attack
» Conduit to deliver malware _ SETINGS AR WRONE
= Users freely share information||||

that can be used for hacking
and social engineering

= Data loss

= Billions of targets! < g

]| ENSURE YOUR PROFILE IS SECURE ON SOCIAL MEDIA SITES. k

e ———




Threats: Mobile Devices

= Patching issues

=« Misconfiguration

= Apps steal data

« Malware

= Sensitive data loss

= Split tunneling issues



.

”"C‘._II 1-""":] .{_.{E"l )

ON STRIKE

HUNSRY? UNTIL YOou
PAY UP AND SEND MONEY

ILL UNLOCK TO MY
HACKERS.

. =
20 BUCKS | ’—4\-5\

IN MY PAYPAL : THE NEXT TIME

ACCOUNT I‘LL BE *Eés"f ?};%.I’ ;Eg'

OR L'LL ONLY | (BURNING THE BUCKS TO GET
TOAST IF YOU BACK INTO THE
DONT GET HOUSE, UNLESS

ME SOME - YOU GIVE ME

30 BUCKS IN

BITCOIN, OR NEXT

TIME I SMELL

SMOKE, I MIGHT

JUST LET you
SLEEP.

MY ALARM
SYSTEM IS
GOING TO GO
OFF RANDOMLY
THROUGHOUT
THE MIGHT,
UMLESS You

DOUGH! / A N\ 75 now!
= i = . *DONATE".

WHILE WE

7 M NIN
HACKER $100 BUSY MINING Pﬁl‘ﬁﬁéﬁ L Lo Tl ogﬁHEG
OR I'LL REVERSE |  BITCOINS. = e ° HEAT UNTIL
C— MY MOTOR AND - =\ S YOU WARM UP
BLOW DIRT ALL _ T e —— MY BANK
OVER THIS ; - ACCOUNT!
PLACE/ - — ;

YOUR CAR, BUT
ONLY TO TAKE
YOU TO YOUR

o i BANK TO MAKE
IF YOU DON‘T A TRAREFER. msf TELL EVERINE
SEND US CASH, ON YOUR SOCIAL
YOUR REPUTATION NETWORK THAT YoOU
WILL BE IN THE | WERE STUPID ENOUGH
TRASH. s TO BUY AN INTERNET-
CONMECTED BROOMS




Threats: Insider Threats

‘A malicious insider is an
employee or authorized person
who uses his data access for
harmtul, unethical, or illegal
activities. Because of the wider
access available internally,
insiders are often harder to
detect and apprehend than
external attackers or hackers” —
Answers.com

Stockfinland / Getty Images
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Don't be a “Dave”

TIN THIS CORNER WE HAVE P
FIREWALLS, ENCRTPTION,
ANTIVIRUS SOTTWARE . ETC.




Defenses

ouUR DEVICES lll
ARE Now/ lﬂﬂ?a




Defenses
. It might feel like thls

Don't be
scared be
prepared!

' 'l PERFECTLY TIMEDPHOTO5.COM



Defenses: Software updates

=Vendors regularly release updates
» Updates may contain productivity and/or security fixes

» ALL devices that contain software should be updated

« Automate this process if you can

Downloads and updates

Recent activity
ﬁ Lenovo Vantage
&' | Windows Camera
»  Movies & TV
I Microsoft Sticky Notes
s Skype
@ Movie Maker 10 - FREE
(1} || LastPass for Microsoft Edge

) Cortana

10.2006.30.0

2020.50440.0

10.20032.16211.0

3.7.140.0

15.61.87.0

29730

45010

2.2005.5739.0

Medified today

Medified today

Modified yesterday

Modified yesterday

Modified yesterday

Modified yesterday

Medified 6/19/2020

Medified 6/19/2020

Get updates

Windows Update

*Some settings are managed by your organization

View configured update policies

~ | You're up to date
'uv Last checked: Today, 12:21 PM

Check for updates

*Your organization has turned off automatic updates

@ Pause updates for 7 days

Visit Advanced options to change the pause period

@ View update history

See updates installed on your device

/N Advanced options
Additional update controls and settings

Looking for info on the latest

updates?

Learn more

Related links

Check Storage

0S build info

@ Gethelp

& Give feedback

Firefox Browser

77.0.1 [64-bit) What's new
Firefox is up to date

Firefox is designed by Mozills, 2 global community working

together to keep the Web open, public and accessible to all.

Want ta help? Make 3 donation or get invelved!

LENOVO VANTAGE [ Dashboard

Device \ E, Sect
ThinkPad 1480 @

Licensing Infarmation End-User Rights Privacy Palicy;

Fitefcseand the Firefox ooz are trmdemarks of the Mazill Foundation.

Auto update settings

An up-to-date system is a healthy system.

Last updated: 6/19/2020 9:19 AM
Next scheduled update: 6/29/2020 10:39 AM

CHECK FOR UPDATES

Manage Your Bxtensians =]
Enabled
AVa||ab|e Updates @ Cisco Webex Extension = L
Jude updat . ofyor Join Webex meetings using Firefox ™
| INSTALL ALL UPDATES
® DuckDuckGo Privacy Essentials @ = ®

Privacy. simplifiecl. Protect your data as you search and hrowse; tracker blocking, smarter encr...

watl Facebook Container @ @ oo
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Firefox Monitor Home Breaches

Welcome back, davehallerll@gmail.com!

Breach Summary

Whahd GHEZPWOBFIUSTRIZgHM

5 2 0

Email addresses being Known data breaches have Passwords exposed across
monitored exposed your info all breaches

New in Firefox Monitor: Mark breaches as resolved

and taking
rk breact

'--have i been pwned?

Check if you have an account that has been compromised in a data breach

toread &

] Al chharacters @8

davehatterlt@gmail.com

FILL PASSWORD
Good news — no pwnage found!

Mo breached accounts and no pastes (subscribe to search sensitive breaches)




Defenses: Multi-factor Authent|cat|on
« MFA: Aka Two-factor Authentication
or Two-Step Verification

« Microsoft and Google have recently
indicated MFA can stop 99% of all
automated attacks

«Enable MFA everywhere

= Use an authenticator app like Authy
rather than SMS based OTPs




Microsoft
g @ CrowdStrike

® TendMicro
@ SentindOne

@ Mcafee
. Sophos

VMware Carbon Black
@ Cisco

Broadcom (Symantec)

@ Cybereason
Bitdefender @ F-Sacure Kaspersky

.. BlackBarry (Cylance) ®
* Fortinet

Check Point Software Technolbgies

Panda Sa:unty.

ABILITY TO EXECUTE

COMPLETENESS OF VISION ) As of May 2021 © Gartner, Inc
Gartner

Source: Gartner (May 2021)




Windows Security

() Firewall & network protection

Who and what can access your networks.

Be Domain network

Firewall is on.

t@ Private network

Firewall is on.

@ Public network (active)

Firewall is on.

Allow an app through firewall
Network and Internet troubleshooter
Firewall notification settings
Advanced settings

Restore firewalls to default




™ MordVEN

Secure your phone too

Dedicated IP
Double VPN
Onion Owver WPN

TECTED
Connected to United States #2948

#Amplify #SummerOfGaming Reviews Best Products How-To News Shop Newsletters

> News > Seeurity

Google Pulls SuperVPN From the Play Store,
Users Urged to Delete It

The ¥PN is vulne to man-in-the-middle attacks, allowing all cammur een the user and SuperVPN

gayAdamSmnh April 9,2020 f w @ ---
hl




fwitter, com

120%

Control Panel | lome

Message

M colors ~

Themes m FEIE
~ Effects ~

Themes

BitLocker Drive Encryption

Ilelp protect your files and folders from unauthorized access by protecting your drives with BitLock

@ ror your security, some settings are managed by your system adm trator.

Operating system drive

Windows (C:) BitL

Fixed data drives

Removable data drives - BitLocker To Go

Insert a removable USB flash drive to use BitLocker To Go.

Insert Options Format Text Reviev
| I— R S— &]
 I—  I—
—  —
Bcc From Encrypt Use Voting
~ Buttons v
Show Fields Encrypt

Erncrypt-COnly - This message is encrypted. Recipients can't remove encryption.
Fermission granted by Dave Hatter@intrust-it.com

E From =~ dawve hatter@intrust-it. com

Send

® Dave Hatter <davehatterlt@gmail.coms>;




Security Options

' Mone

I WPANYPAZ Enterprise

Firmware VYersion Check

Mo new firmware version available.
Router Auto Firmware Update

Enahle router to automatically update to futare firrmware. This keeps your router up to date with the latest features and security fives.
Select one of the following options:

® Enanle O Disable




Shields [ J]P1]

Port Authority Edition - Internet Yulnerability Profiling

on

Universal Plug n'Play (UPnP)
Internet Exposure Test

Your equipment at IP:

Is now being queried:

THE EQUIPMENT AT THE TARGET IP ADDRESS
DID NOT RESPOND TO OUR UPnP PROBES!




Defenses: Vet software carefully

Do your homework and vet apps
Don’t download the latest viral thing

This applies to desktop apps, mobile
apps, and browser extensions

Delete apps you don't need
Use privacy friendly platforms & apps

Extended Support Release
. 9.5 (based on Morilla Firefox 68.9.0esr) (64-bit)
Tor Browser is up to date

Tor Browser is developed by the Tor Project, a nonprofit working to
defend your privacy and freedom online,

Want to help? Donate or get invalved!

Questions? Help the Tor Metwork Growe Licensing Inforrmation

Tor'and the Onion Logo'a e registered tradema e of the Tor Project, Inc

Firefox Browser

77.0.1 (64-bit)  MWhat's new
Firefox is up to date

Firefowx is designed by Mozilla, a global community working
together to keep the Web open, public and accessible to all.

Want to help? hMake a donation or get involved!

Licensing Information End-Llser Rights Privacy Policy:

Firefoet and the Firefox kogos are tmdemarks of the Mozila Foundation.

Manage Your Extensians
Enabled
@ Cisco Webex Extension = ® -
Join Webex meetings using Firefox ™
@ DuckDuckGo Privacy Essentials @ = . -

Privacy, simplified. Protect your data as wou search and browse: tracker blocking, smarter encr...

Facebook Container @ Wy ==
Facebook Container isolates vour Facebook activity from the rest of vour web activity in order...

FoxyProxy Standard @ * -

Easy to use advanced Proxy Management tool for everyone

HTTPS Everywhere @ = W -
Encrypt the Web! Automatically use HTTPS security on rmany sites.

LastPass: Free Password Manager . = @ oo
Last Password you will ever need

Microsoft Rewards @ e
Use the Microsoft Rewards extension to earn exclusive bonus points, to find new ways to earn..

Privacy Badger @ o -
Privacy Badger automatically learns to block invisible trackers,

DuckDuckGo

Privacy, simplified. Help Spread DuckDuckGol



& Microsoft OneDrive




Defenses. Hardening

« Configuring systems to make them more difficult to hack

» For example, change default passwords and remove
unnecessary accounts

= Lock the screen when not in use
= Don’t make work devices visible on the network
= Check out the CIS Benchmarks Gl o

B) CIS Benchmarks®

L S -



Defenses: Limit digital footprint

= Delete old unused email accounts and/or old emails

= Delete old content from social media platforms

= Disconnect apps and platforms to stop information leakage
= Lock down social media and understand the privacy settings
» Use a Virtual Private network (VPN)

= Use privacy friendly platforms and tools:
» DuckDuckGo (search)
= Jor

= Firefox
= Brave

= Lock down your browser and use extensions to limit tracking



Defenses: Limit digital footprint

= Create "burner" accounts
= Turn off services like location and Bluetooth when not needed

= Ensure that cloud-based backups are secured with a password, MFA where
possible, and encrypted

= Do Darkweb searches for leaked data
= Use Google Alerts to find information online

= Work with a company like Delete Me who for a fee will provide annual

‘protection plans" that guarantee removal of your personal data from data-
broker services

= Understand that old content may be archived somewhere like the Wayback
Machine: https.//archive.org/web/web.php



Defenses: General

= Prioritize risk

=« Be wary of remote access

= Sanitize old equipment

= Maintain a clean desk policy

= Vendor management

= Disable devices that can watch/listen while working
» Don't allow family to use work devices

=« Keep work data on work devices only




Defenses: General

= Use secure videoconferencing

= Be careful about information you share

= Shred work-related documents

= Get cyberinsurance, read policy carefully

= Create policies and procedures

= Have an incident response plan

» Engage early and often with your security team

= SETA (Security, Education, Training and Awareness
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@\s Contar ko @ CIS Controls

Confidence in the Connected World

CIS Controls Version 8




Tools

» Microsoft Defender / Sentinel One
= Open DNS

» BitLocker

= AppLocker

= LastPass

« KnowBe4

» Azure Sentinel / Perch

= Duo

= Nessus



Be vigilant and keep learning!

AT T =

YOU SAY IIIEIIIIHHTII]II SEGI.IRIT‘I’




Cybersecurity myths dispelled

» My organization is too small or insignificant to be a target
« My data (or the data | have access to) isn't valuable
= Attacks are always sophisticated or technically complex
« New software and devices are secure out-of-the-box
= Cybersecurity requires a huge financial investment
= Cyber breaches are covered by general liability insurance
=« Cybersecurity is an IT issue



Hope and denial are NOT a strategy!

Remember the 3 simple steps
=Stop
«Think
Protect — Be a human firewall






For more information follow:

= Bruce Schneier.@schneierblog
= Kevin Mitnick: @kevinmitnick

« US-CERT: @USCERT_gov

= SecurityWeek: @SecurityWeek

= Center for Internet Security:
@ClSecurity

« MSRC: @msftsecresponse
= NIST Cyber: @NISTcyber
= Intrust IT: @IntrustIT

« MSRC: @msftsecresponse
= Microsoft Secure:

@msftsecurity

= RSA: @RSAsecurity

= Mikko Hypponen: @mikko
= Troy Hunt: @troyhunt

= CSOnline: @CSOonline

= Me: @DaveHatter



Additional Resources

www.mcaffee.com
WWW.Symantec.com
www.twofactorauth.org
www.safer-networking.org
www.zonealarm.com
www.webopedia.com
www.hackerwatch.org
www.haveibeenpwned.com
www.twofactorauth.org
www.knowbe4.com
www.antiphishing.org
www.microsoft.com/security
www.idtheftcenter.org/facts.shtml
www.ic3.gov/default.aspx

= www.ftc.gov/bcp/conline/pubs/alerts/phishingalrt.htm

= enterprise.verizon.com/resources/reports/dbir/

= www.sans.org/critical-security-controls/

= https.//www.us-cert.gov/ncas/current-activity/2019/11/06/cisa-

launches-cyber-essentials-small-businesses-and-small-sltt

= www.nist.gov/cyberframework

= https://www.cisecurity.org/blog/cyber-hygiene-guidance-for-

windows-10/

= www.ftc.gov/tips-advice/business-center/small-

businesses/cybersecurity

= https://www.pcmag.com/roundup/256703/the-best-antivirus-

protection

= https://www.pcmag.com/roundup/296955/the-best-vpn-services
= https.//www.zdnet.com

= http://www.cnet.com






w1 ANK YOU!

Dave Hatter, CISSP, CCSP, CCSLP, Security +, Network+, PMP, PMI-ACP, ITIL V3
Intrust IT
linkedin.com/in/davehatter
twitter.com/davehatter

www.youtube.com/user/davidlhatter

Catch my Tech Friday spot live on 55KRC at 6:30 AM every Friday on
550 AM or


http://www.55krc.com/
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